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Abstract: This work presents improving security of data communication system using advanced management of
encryption software scheme. The work characterized a case study network designed with data encryption technique
and then improved the network using an advanced data encryption technique. The encryption technique was
developed using optimized blow fish algorithm which has the ability to segment keys and input packet matrix before
simultaneous encryption. This process improves security, processing speed and time. The technique was
implemented on Mathlab Simulink platform and tested. The result showed that the data encryption time of the new
algorithm was 79.8ms against 113.05ms of the characterized system. The decryption key was improved from 8bit to
32bit in the new algorithm making the decryption process more complex for hackers, but improved data security in
the system.
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I. INTRODUCTION

Recently, Information and Communication Technology (ICT) has grown sporadically, no surprise considering the huge
benefits it presents such as the limitless ability to send, receive, store and retrieve information in real time using the
necessary hardware and software components. Today, this technology has been on the rise, due to the various effects that it
has on enterprises, providing scalable infrastructures and global economic benefits, thus enabling exchange of various forms
of data over networks (Afaf et al., 2016).

According to Gurjeevan et al. (2016), this wireless network has provided a platform for various forms of communications,
enabling business transactions, human resource management network, international public relations, mobile
communication, internet services to mention a few. Due to this effect, various organizations, both top and small scale have
adopted this process for communication, transmission, received and management of classified information via data network.
However most of these networks lacks adequate security features and have become a target for hackers, hence there is need
for adequate data network security (Tingyuan et al., 2019).

In recent times, it was observed that computers and other devices connected to unsecured networks are highly vulnerable
to external threats such as malware, ransom-ware and spyware attacks. A single attack can bring down the entire computer
system of an organization and compromise personal classified information. There is need for precautionary measures to be
adopted for adequate protection of shared data and data networks security is one of the best ways to do so. Data network
security (DNS) refers to protective privacy measures that are employed for the prevention of unauthorized access to
computer network, database and websites. It is very essential part of information and telecommunication organization of all
forms (Dhanraj et al., 2015).
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The trend (DNS) is gaining momentum due to the sporadic application of wireless local area network based on the IEEE
802.11 wireless standard for communication. In order words this medium turn out to be a domain for the transfer of various
classified information, containing details like government secrets, personal password, patient health information, company
information among other valuable and classified data which are not supposed to be made public due to certain reasons (Afaf
et al., 2016). The DNS have been integrated to the conventional network transport layers using various data encryption
standard algorithms (DES). This encryption algorithm has been a popular secret key encryption technique and is employed
in many commercial and financial applications today. Once a network is secured, the users and the devices connected can
work without experiencing data breaches (Diaa et al., 2018).

To implement network security, network specialists will utilize highly complicated strategies with the assistance of
hardware and software. However the conventional standard encryption technique has been manipulated over time by
hackers to gain unauthorized access to network. This was achieved due to the fundamental loop holes identified in standard
encryption system which mainly is the bit key. The 56 bit key is exponentially short and can easily be cracked by hacker.
Also these traditional encryption techniques do not take care of authentication problems of terminal and server. It has poor
security, heavy computational of encryption and decryption and low efficiency. To address these challenges, there is need
for an advanced management of encryption software scheme which will help optimize the computational problems
identified and ensure effective and efficient security of data communication system.

Il. LITERATURE REVEIW

This literature started with the theoretical framework, where the overview of Data Communication, Components of data
communication system and data communication criteria was discussed. Then, the study take a look at some of the risks and
vulnerabilities that computer network users are faced with and how they affect users alongside the fundamentals of data
communication security considering Data confidentiality, availability, accessibility, authentication, integrity etc. Some of
the approaches and security measures that have always been followed to keep this risk at minimal level or even eradicated
was also reviewed. The literature also overviewed Cryptography and Data Encryption, types of cryptography which study
symmetric key and asymmetric key encryption. The encryption process was also discussed before we went further to look
at some of the encryption algorithms. The common encryption algorithms that had most of our interest are the AES, DES,
3DES and the blowfish algorithms. Then we went on to discuss some of the areas where data encryption can be applied to
solve network security problems. Review of relevant literatures with the work done, setbacks, limitations, and contribution
to knowledge were studies and from which research gap will be established.

I1l. DESIGN METHODOLOGY
This section explains the materials and methods employed for the development of the proposed system.
3.1 Materials

User Equipment: This are the user equipment designed based on the ITU-T standard consisting of a transmitter, receiver
and other cross layer control equipment for analogue or digital communication purposes.

Simulink model: Simulink is MATLAB-Based graphical programming environment for modeling, simulation and
analyzing multi domain dynamic systems. Its primary interface is a graphical block diagramming tool and a customizable
set of block libraries.

Transmitter: This a set of equipment used to generate and transmit electromagnetic waves carrying radio signals from one
node to another within a network as shown in the simulink model below.

Receiver: This is a device that received radio waves transmitted via a transmitter device and encodes them in an
interpretable message format as shown using the simulink model below.

Router: This is a device that employed in internet connection over multiple access points using a network switch. This is
employed in both public and private domains where a single network provider is required to connect multiple digital devices
over a single network. These routers are designed with built in wireless access point capabilities.

Switch: Network device that filters, forwards, and floods pieces of a message (packets) based on the destination address of
each frame.
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3.2 Methods

This work characterizes the Grace Point wireless data network. The aim of the characterization is to study and evaluate the
data network performance and the security structure in place. This is with view of identifying the weakness in the data
network security and improving the performance using the proposed system.

3.2.1 Method of Characterization

The characterization was done using the network structure in figure 3.6. The network contains various user equipment for
end to end communication of packet data via the cloud. Before the communication process begins an instrument monitoring
computer installed with DirectX 11 version software was connected to one end of the network, with the aim of monitoring
the routed secured encrypted network performance.

To begin, the user equipment send packet to the other end of the network via a routing device designed using standard
wireless encryption protocol (WEP) which generated encryption key and encrypts the network to prevent unauthorized
access from intruder. This key is made public to the receiver router to decrypt the data received. This technique is applied
to guarantee end to end encryption process and privacy during communication within the wireless network.

3.2.2 Data Collection

A real time characterization method was used which collected live data during the communication process. Before this
process begins the encryption mode of the router was turned on and packet data was transmitted, while the monitoring
device was used to measure the performance. The network characterized is presented as shown below;
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Figure 1: Grace Point Wireless Network

From the network above in figure 1, when the communication process begins and data are transmitted, the router
automatically generates an encryption key and encrypts the transport layer before transmission to the cloud. This key was
used to decrypt the message at the receiver end. The characterized data are presented below considering the packet sent
encrypted files, decrypted files, speed and time of encryption respectively.
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Table 1: Characterized data

Packet sent (Kbits) Date speed (ms)
loo0 68
1200 68
1300 70
1400 90
1500 98
1600 102
1700 105
1800 105
1900 109
2000 115
21000 125
2200 127
2300 129
2400 129
2500 130
2600 132
2700 135
2800 136
2900 140
3000 148

These data was collected from monitoring device connected to the network and then presented as shown above. The results
shows how the Wireless encryption protocol (WEP) generates a 64bit encryption key for each packet sent and encrypts the
packet using 56bit of the cipher keys generated. The remaining 8bit key is inverted for decryption at the receiver end. The
comprehensive description of the WEP is presented below;
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1

I Cipher Text |
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I 56Bit encryption key |
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Figure 2: The conventional Wireless Encryption Protocol scheme
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The conventional WEP scheme first generates encryption 56bit keys for the protection of packets transmitted in the network.
When incoming packets are detected by the routing device, the size are divided into 8bit each and then encrypted before
transmitted to the cloud. The same technique is employed at the receiving end, but using inverse 8bit encryption keys. The
time taken for the encryption process was measured using the model in equation 3.1;

-1 b M;
T= Ezj?’zl — (Kb/s) 31
Where T is the time of encryption, Nb is the number of incoming packets, Mi data size and ti is data rate. The model was

used to compute the total time it takes the routing device to encrypt a packet and then transmit to the cloud. The result of
the time taken from the analysis of the data collected in table 3.1 is presented in figure 3.3;
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Figure 3: Encryption Time Graph

From the result it was observed that the encryption time for the characterized system increases as the packet transmitted
increases and the average encryption time is 113.05ms, which is too much a delay time.

3.2.3 Weakness of the Characterized System
i. The decryption key is too short and can be guessed easily

ii. It takes too much time to process and speed is dependent on data size

iii. The network lacks confidentiality

iv. Low efficiency and throughput speed
3.2.4 The Proposed Data Encryption Scheme
This will be done using advance data encryption (ADES) technique which is designed with improved blow fish algorithm.
3.2.5 Design of the Improved Blow Fish Algorithm

The proposed advanced encryption technique is developed using expanded blow fish algorithm (EBFA). This is a symmetric
encryption algorithm which uses the same secret key (private key) for both Encryption and decryption of packet data. The
algorithm expands packet into fixed length blocks of 64bits each during encryption and decryption using a variable length
key from 32 bits to 448 bits. This expansion process is done to improve processing speed and throughput. The functionality
of key expansion makes it hard to crack. The improved blow fish algorithm is presented as shown below in figure 4 and is
used to furnish the performance of the advance standard encryption technique.
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Figure 4: Improved Blow Fish Algorithm

From the figure 4, the improved blow fish algorithm expands the input packet matrix into 32bit each and then adds initial
key function for 16 rounds to generate the cipher text. The key generated was used to encrypt the packet and then transmit
to the cloud. The increase bit size for each packet size was done to improve the speed of encryption and then random 16
keys generated and used are made to improve the difficulty in generating the decryption key by hackers. Also at the receiver
end the same method was used to invert the random 16bit encryption key generated and then decrypt the packet.

Data Rate Model

The data rate model was developed using the relationship between the packet data, bandwidth size and time as presented
below;

Ru,t= aWlog2(1+SNRy ) 3.2

Where W is the bandwidth, a is the fraction of bandwidth employed for the packet data transmission, packet data is presented
at user u, SNR is signal to noise ratio and time slot of t, applying the round robin scheduling on the equation 3.2 to compute
the average packet data for u is presented below as

1

Ru,t = N_tRu't 33

Where Ry, the highest data rate which can be transmitted once, Nt is the number of the network users scheduled at the time
slot considered.

Throughput Model

The research considers voice over internet as the service packet and the amount of user (u) data been able to be transmitted
and successfully delivered to the end user is presented using the relationship between the size of the packet transmitted, the
time of service request and time of packet transmission as below;

VSu

Throughput = - 34

tx,u_Tr,u

Where VS, is the amount of packet to be transmitted by user u, T, is the time for service request and T, is the
transmission time for each packet.

3.2.6 The Improved encryption software

This section will develop the adaptive data encryption software using the improved blow fish algorithm developed in figure
3.3. The encryption software is designed using the flow chart below;
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In the flow chart presented the improved blow fish algorithm already generated 16bit random key for the encryption of
incoming packet. When user transit data from various user equipment through equation (3.1), the data are segmented into
32bit each and then encrypt with the 16bit encryption key for security before throughput in equation 3.3. The receiver end
also inverts the random 16 bit key generated and used to decrypt the data when received. The logical flow chart is presented

below
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Figure 5: Improved Advanced Data Encryption Flow Chart

In the figure 5, the packet data from the user equipments is identified by the security scheme as an input matrix and then
segmented to improve operating speed. The algorithm automatically generates random keys of about 468bit and then input
it to the segmented data to encrypt the file based on the encryption algorithm (improved blow fish algorithm). After the
encryption process, the key is expanded to the encrypted blocks to ensure more security using add initial random key
function. They keys are divided into three blocks of which each block completes the add initial random key functions of n
iterations, when this is completed, the data matrix are merged and the encryption process reversed for decryption and then

the packet data is received by the user.
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Figure 6: The Proposed System Block Diagram
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From the block diagram above, the proposed system will be developed to improve the security performance of the
characterized wireless network using an advanced software encryption scheme. The proposed system will improve the
performance of the advanced data encryption scheme using blow fish algorithm to optimize security performance, speed
and total time taken for the data processing of the characterized.

3.3 Simulation Work
Implementation of the Software

The software is implemented using Mathlab programming language, using signal processing toolbox, communication
toolbox, optimization toolbox and the proposed algorithm developed in the previous section. The source codes are presented
below;

Source codes
classdef AES < handle
% Detailed explanation goes here
properties (Access = private)
secretKey
cipher
end
methods
function obj = AES(secret, algorithm)
import java.lang.String;
import java.util. Arrays;
import javax.crypto.Cipher;
key = String(secret).getBytes("UTF-8");
sha = MessageDigest.getInstance(algorithm);
key = sha.digest(key);
key = Arrays.copyOf(key, 16);
obj.secretKey = javaObject(‘javax.crypto.spec.SecretKeySpec' key, "AES");
obj.cipher = Cipher.getInstance("AES/ECB/PKCS5Padding");
function encrypted = encrypt(obj, strToEncrypt)
import java.util.Base64;
import java.lang.String;
import javax.crypto.Cipher;
obj.cipher.init(Cipher. ENCRYPT_MODE, obj.secretKey);

encrypted = string(Base64.getEncoder().encodeToString(obj.cipher.doFinal(String(strToEncrypt).getBytes("UTF-
8"));

end
function encrypted = encryptStructuredData(obj, structuredData)
encrypted = obj.encrypt(jsonencode(structuredData));
function decrypted = decryptStructuredData(obj, encryptedStructuredData)
decrypted = jsondecode(obj.decrypt(encryptedStructuredData));

end
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function decrypted = decrypt(obj, strToDecrypt)
%DECRYPT Summary of this method goes here
% Detailed explanation goes here
import javax.crypto.Cipher;
import java.lang.String;
import java.util.Base64;
obj.cipher.init(Cipher. DECRYPT_MODE, obj.secretKey);
decrypted = string(String(obj.cipher.doFinal(Base64.getDecoder().decode(strToDecrypt))));
end
3.3.1 Program modules

The program modules is explained using the data flow diagram, below which shows how packet data generated are
encrypted before transmission and then decrypted before demodulation.

packetdata
generator

Random key
generator

Data Decryption

A 4

Received signal

The figure 7 presents the data flow diagram of the data communication process. This shows how packet data generated is
encrypted to cipher text using the random keys generated and then transmitted as an encryption signal to the receiver end.
The receiver section decrypts the signal and then encodes back to the normal packet desired.

Encrypted data
transmission

Figure 7: data flow diagram for the software encryption process

3.3.2 Hardware and software specifications

The following specifications are defined to define both the software and hardware standards necessary to serve as platform
for the entire application.

Software Specification:

Language: MATHTLAB

Operating System: Mac, Linux, Windows NT/95/98/2000
RAM: 256 MB-8GB

Hard ware Specification:

Processor: Core, Intel P-111 based system

Processor Speed: 250 MHz to 833MHz

RAM: 64MB to 256MB

Hard Disk: 2GB to 30GB
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IV. RESULTS AND DISCUSSION

This chapter will discuss the results of the Mathlab scripted presented in the previous chapter as the implementation source
code. The script was debugged in badges and the respective results is presented and discussed below;

4.1 Results

The results presents the transmitted packet before and after encryption, then the encrypted files as they propagate through
the network channel will be presented, alongside the decrypted file at the destination end. The total time and for this process
was discussed and then validated using comparative approach after series of iterations. The packet data generated for
transmission is presented as;
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Figure 8: Packet Data Speed Profile

The result in the figure 8 shows the packet data generated for transmission by the transmitter nodes using the data rate model
in equation 3.2. These packets are constellated by the routing equipment for encryption. The constellation process collects
all generated packets from the transmitter nodes and then feed forward to the algorithm in figure 7 for encryption before
the throughput model in equation 3.3 is used to transmit.
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Figure 9: The encrypted signal

From the figure 9, the transmitted signal is encrypted by the router. This was done by the algorithm which identified the
incoming packet from equation 3.2 and then encrypted the packet using the already generated 16bit encryption keys in a
cipher text formation in the ratio of 32 bit each before throughput in equation 3.3 was allowed.
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Figure 10: the encryption time

The result in figure 10 presented the average encryption time used by the improved algorithm for the protection of the data
network. The encryption time was computed using the model in equation 3.1 and the result showed that the algorithm
detected the incoming packet from equation 3.2 and started the encryption process at 10ms, then completed it at 79.8ms.
The implication of this result showed that the process time of encryption is very fast at it beats the specific delay time which
was 150ms specified by the ITU standard as latency.

Table 2: Performance of the Network

Packet sent (Kbits) Data Speed (ms)
looo 68
1200 68
1300 70
1400 70
1500 71
1600 72
1700 75
1800 75
1900 76
2000 77
21000 78
2200 78
2300 79
2400 84
2500 89
2600 90
2700 92
2800 93
2900 95
3000 96
Average 79.8

The result in table 2 presented the performance of the improved algorithm deployed on the characterized network. The
result was analyzed with excel software and the result are presented in the graph below;
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Figure 11: Performance of the improved encryption algorithm

From the result in figure 11, it was observed that the encryption time for all packet sizes are fairly constant which is very
good indicating that increase packet size do not unnecessary caused latency. The average encryption time in the result is
79.8ms. The comparative result of the characterized and the new system developed is presented below;

Table 3: Comparative analysis

Packet sent (Kbits) Time (ms) with improved algorithm Characterized Time (ms)
looo 68 68
1200 68 68
1300 70 70
1400 70 90
1500 71 98
1600 72 102
1700 75 105
1800 75 105
1900 76 109
2000 77 115
21000 78 125
2200 78 127
2300 79 129
2400 84 129
2500 89 130
2600 90 132
2700 92 135
2800 93 136
2900 95 140
3000 96 148
Average 79.8 113.05

The result in the table 3 presented the comparative performance of the new and characterized system. The result was
analyzed using excel software and then presented below;
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Figure 12: comparative result

The result here showed that comparative performance of the new and characterized encryption algorithm. The result showed
that the characterized encryption time increases as the packet transmitted increases, while the improved encryption
algorithm was fairly constant despite the increase in the packet size. The percentage increase is 29.4%.

V. CONCLUSION
5.1 Discussion

Over time, various companies have been attacked by intruders due to the vulnerabilities in the security scheme applied over
their communication network structure. In the conventional system characterized, the data encryption standard technique
commonly used, have lots of limitations like short encryption keys, low computational speed and time, among other
challenges. This research has proposed, designed and implemented an improved security scheme for data network using
advanced data encryption technique to provide a secured data transport layer for reliable communication and quality of
service

5.2 Conclusion

This work presents improving security of data communication system using advanced management of encryption software
scheme. From the literature reviewed, it has been revealed that the previous applications of data encryption technology
applied in different data communication systems possess some level of limitations which we have identified and will channel
our effort to closing it up. From the performance analysis of the different encryption algorithms reviewed earlier, it was
observed that the characterized was able to encrypt data at 113.05ms, while the new algorithm was 79.8ms. The percentage
improvement achieved is 24.5% improved encryption time. The decryption key was improved from 8bit to 32 bit in the
new algorithm making the decryption process more complex for hackers.
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